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to : Deputy TBC1B Coordinator dates 

from : Chief of Staff 

subject: Separate Codeword Iter Cryptsaalytic Methods 



1* fhe Director has reprieved t be procedures proposed for a separate code* 
word for analytic methods *s contained in a — ao rand u a to you, dated 5 May 1952, 
freaa the Chairmn, ISC IB Security Coulttee (8ECC0M). As a result of this review, 
it has been determined that the APEA position on this natter remains substantially 
the sane as that contained in your aeoaraadua an this subject, dated 15 January 
1952, to the Chainaaa, BBCCOM. 

8* The attached draft necoraadua ( Xoclosure) for the Cbatraan, SECCOH, con- 
tains a lira AfBA policy position on this natter end asintalns that separate 
codewords far cryptanalytle nathods and COHORT end products Should be provided. 

It Is therefore rccoraaended that the Inclosure be forwarded to the Chairmn, SECCOM, 
for consideration. 



ALFRED B« M mX 
Colonel, Signal Corps 
Chief of Staff 

Xnclosuro *1 

Codeword tat Analytic Methods 



cc: Off /Operations 
Off/COMSEC 
Consultant. 



Declassified and approved for release by 
MSA on 02-06-2014 pursuant to E.O. 
13526 , 
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•OBJECT* Codewor d fro Analytic Hatbodo 

3# Xs aroerdroco with the rec««er4*Uen aontatotd in paw r iroadmawa 
Of 5 tier the Director, JWA, hen been affoardad the opp or tunity to 

forte* the procedure* *bi«h kayo Won propoeel for eoUbllahine a roparate 

t 

oadroarJ for « 7 pt analytic aothodo* Aa 4 reouli of thia ruriori 4 firm 
AJMk policy peeition ha* boro eetabliehed which to f r e e ant ed to the following 



L 



paragraph*. 

ft* fh* AWA position m tbte MKttor rroaine oaboUcUoUy the moo 
A* that Award*! for pro* oanolderoUfln in aqr f airro dua of 35 Jtmmey 
X9&* Xu addition, tbo foilovlrc oenaont* reeolted fkw QIBAFSA** eludy 
of your Mmatmvtm of 5 Ifc? 3952} 

4. % tba BttJSA Afrowartt* tbo basic definition of CtHttNT and of ita 
too ee t e^ ori ao , apodal iotelligroes and traffic ictalligrooo* reletta 
to tbo and product. Historically, thia boa boro tbo ooao vine* tho 
y*ry first oedeword vm coed# the ir^rotiro mo to roq^lro tbo 
ictellleerce «o alaroifiod to bo hat died in ouch 4 w*y as to protect 
tbo ow ar co * In addition, tbo ttiUSA Aewroont otlpolatas that TOP 
IfCHST co d e wor d protection 0\all bo accorded to tochri^ioo related to 
tbo rod product in order to i d nlwia o tbo poatiblo Infbrrooe dorlvOblo 
§ad CCKDff a uc o a aa c*. However, tbo two field# of cryptaralytlo 

■pthod and CCHlrt reeultc are, in proara!, qpdte eapereU, both «a 
to nttorial included and peraomol irrolrod* tWafcrt# tbo appli- 
oatlon of asperate codeword* to thro i* *dte fbaaiblo. In tbo United 
Oft* Of rowrlap* tbo arovrotion orold bo that tbo product codeword 
•lone would bo coed wince ito protection ispllee tho protection of tho 
OdSPOi Ind tborbbr tbo not hod* 

b* ft* roaporjilbilitor of tbo Director, AfiaA, to Maintain adeqjjAte 
•ofturlty procedure* within tbo OOKSEC Hold If bain* fUtly discharge!, 
tho doolro to ootabllflh a separate not hod* todeword la earot to 
M&afaree roro further oeourity procedure* within a particular eog&er.t 
«f tbo ttfcteC field* Is tho lltfit of thie, tho Implication that a 



danger to tba teowdty of CdttST would arise if CCK35C satbodo wore to 

j f . + f sO ^i^'r 0y£^Z'* ' *Cc d'U-Cf-t-- 

bo rained to tho aroe easterly 'appear# to bo rother fallaclou*. •ince 
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there In * such stricter liasitation of C0KS3C Methods to tho "need to 
knoif principle, the danger to tho security of CQHIKT Tear the sstablishirant 
of a separate Methods codeword la not evident* This 1» further subatanti* 
stod by the foot that there are virtually no coneunere of thie Material 
outside of A7SA and* consequently, cejnprmise is unlikely since there 
ie little oar no dissemination in any fan a* 

3* At the recent US/U& CccsKunication Security Conference, thie subject 
was discussed with esebers of the London Cypher Policy Beard* The opinions 
that were expressed on this natter were aa follows t 

a* The OK representatives state/ that, in their opinion, a single 
codeword far documents containing Methods and techniques, as distinguished 
fTatt the codeword far documents containing only tho end products of 
COKIKT operations, would result in greater protection for the OOHXNT end 
products* Thie opinion was based on the fact that a fair number of 
people who would require indoctrination for the Methods codeword would 
no longer require indoctrination Car the end product codeword* 
b* The US representatives felt that the provision of a separate codeword 
would result in increased security far oryptanalytic Methods and techniques* 
Material of considerable crypt analytic importance, currently unprotected 
by codeword, could, under the proposal, be distributed with a greater 
Measure ef security than la now possible* 

c* Beth the US and UK representatives agreed that the proposed division 
would Simplify the problem of indoctrination* Xn one caee, it would be 
unnecessary to divulge the content or nature ef the CQKtHT end product 
to persona concerned only with Methods and techniques. The corollary 
of this would fellow with respect to the indoctrination of those concerned 
coaly with the possession and evaluation of the COWUiT end product* 
d* It wee also felt that, once having adopted * codeword far Methods 
documents, there would seldom be necessity far changing the word on 
account of its actual cor suspected compromise j further, it was felt that 
the codeword itself need not be classified ae is the codeword far the 

«cd product* 




4* therefore, the U3CXB Coordinator request* that you r*HBOuoin# the 
procedure* for establishing a eodeword for analytic method** a* proposed in 
your memorandum of 5 Key 1952, in the light of the AFSA policy position noted 
.. above* and the agreement reached on this Matter between the US and UK repre- 
sentatives at the recent teanunlcation Security Conference, 
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